PIC 197

Assignment # 1

Due: February 23, 1998

You are going to answer questions based on material that we have covered in lecture; however, you are free to consult other sources.  (In some cases this might even be necessary.)

1. What do you think is the greatest advantage of having the IP checksum cover only the datagram header and not the data?  What is the disadvantage?

Effeciency – only need to compute for a small region.  Higher level protocols will have probably checked the data.

The next two questions deal with fragmentation, which was discussed briefly in lecture, and in detail in section.

2. Why do you think that IP datagram fragments should have small (non-statndard) headers?

TCP/UDP/higher level protocols are considered data by the IP layer, so no need to retransmit them in each fragment.  (bandwidth saved). 

3. What are the advantages of doing reassembly of fragments at the ultimate destination, rather than after the datagram traverses a single network?

No recomputation, will probably get refragmented.  Might not be possible if fragments take different routes.  Enable more dynamic routing possibilities.

4. What is the minimum network MTU required to send an IP datagram that contains at least one byte of data?

1+20+14+4

1 = data, 20= IP header, 14+4 = ethernet header+trailer.

5. One common algorithm for managing the ARP cache replaces the least recently used entry when adding a new one.  Under what circumstances can this algorithm produce unnecessary network traffic?

A cycling through the hosts on the net w/ more hosts than cache entries (i.e., say 4 entries & 5 hosts being accessed w/ a pattern of (1,2,3,4,5) will never have a cache hit).

6. In what special case does a host connected to an Ethernet not need to use ARP or an ARP cache before transmitting an IP datagram?

Broadcast addresses.

7. ARP is often cited as a security weakness.  Explain why.

Spoofing.  One computer can pose as another to receive sensitive data not intended to be sent to it.

8. Any implementation of ARP that uses a fixed-size cache can fail when used on a network that has many hosts.  Explain how.

Cache can fill up w/ outstanding requests and flush an entry before the matching response is received, therefore getting an unmatched response to request and no data.

9. Should ARP update the cache if an old entry already exists for a given IP address?  Why or why not?

If there is a transmission error (a hardware address is found to be incorrect by fiat) or if the old entry has expired (>20 minutes) then it should be replaced.  Otherwise, no (that’s the point of the cache).

10. Should ARP modify the cache even when it receives information without specifically requesting it?  Why or why not?

No – danger of cache flooding and subsequent spoofing (not to mention unneeded CPU cycles).

Note that your homework should be placed in a file called hw1.doc, if it is created by MS Word, or hw1.txt, if it is created by some other text-based editor, such as MS Notepad.  In either case, though, make sure that it the file you wish to submit is placed in your SUBMIT folder by the end of the day it is due.  Warning: Improperly named files will not be accepted; use the Check Submission feature on the NT to check that your homework will be collected.

